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Introduction

An important consideration for any organization is protecting their company data through backup; for small companies this is essential. Small businesses often purchase a server computer with only a single hard disk, providing little or no protection against data loss due to system or hardware failure. Without a current backup, even companies that employ a mirrored hard drive configuration may only realize limited recoverability. 

To help protect against data loss, Microsoft recommends that companies running Microsoft® Small Business Server 2000-based networks plan for and implement regular system and data backups. This plan includes the purchase of a dedicated backup device and media, an appropriate backup schedule, periodic test restores to verify backup integrity, and off-site storage of current or recent full system backups. A backup plan should also include an associated plan for how to restore the data. 

To deal with system failure and reduce the potential for problems, system recovery planning for Small Business Server is recommended.

This paper provides a discussion on backing up a Small Business Server computer. In addition, a description of common data restore and system recovery scenarios and best practice recommendations are included to help you better plan, monitor, and execute your backup-related activities.

Backup

Regular backup of hard disks prevents data loss and damage caused by hard disk failures, power outages, virus infection, and many other possible computer problems. Backing up user data, Exchange mailboxes and public folders, and files on your system is vital to planning a reliable server configuration. You must back up your data so that you can restore important information or settings if problems occur. By default, Small Business Server 2000 uses the Backup Utility from Microsoft Windows® 2000 Server for up-to-date data replication. 

When discussing Small Business Server backup software or providing backup procedures, this white paper will reference the Backup Utility from Microsoft Windows 2000 Server. There are also third-party applications available to perform backup and restore on Small Business Server computers and it is important that you evaluate each application to determine which best meets your needs.

Importance of Backup

Numerous unexpected events can cause data loss. Natural disasters, power outages, theft, user error, viruses, and hardware failures are all potential causes for partial or total data loss.

Some small businesses may consider a backup device and media cost prohibitive. However, the real cost of having a good backup plan in place can only be fully appreciated when critical data is lost. The business impact of lost and potentially unrecoverable data is typically larger than the up-front investment of purchasing backup hardware and implementing a backup plan. For small businesses that experience a total system-failure, the cost is much higher than the lost data; essential services, such as e-mail and Internet connectivity may be lost until the system can be recovered.  Lost data and system downtime could result in lost revenue and the inability to conduct regular business.

A valid and tested current full backup can protect against data loss and substantially reduce recovery downtime.

Backup Types

Although the Backup Utility supports several types of backups, the three most common types of backup are explained and compared as follows:

Normal   Also called a full backup. A normal backup copies all selected files and marks each as backed up. With normal backups, you need only the most recent copy of the backup file to restore all the files. 

Incremental   An incremental backup copies only those files that were created or changed since the last normal or incremental backup and marks files as backed up. If you implement a combination of normal and incremental backups, you must have the most recent normal backup set, as well as all the incremental backup sets, to restore your data. 
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 Note   Incremental backups must be restored in the order they were backed up.

Differential   A differential backup copies files that were created or changed since the last normal or incremental backup, but does not mark files as backed up. If you implement a combination of normal and differential backups, you must have the last normal and last differential backup sets to restore your data. 

The following table compares the three most common types of backups.

	Backup type
	Advantages
	Disadvantages

	Normal
	· Easy-to-find files because normal backups are always on a current backup of your system.

· When restoring data, requires only the normal backup.
	· Most time consuming when backing up.

· Backups become redundant if files do not change frequently.

· Requires more disk, tape, or network drive space.

	Incremental
	· Requires the least amount of data storage space. 

· Least time consuming when backing up.

· Backs up only files that were added or changed since the last normal or incremental backup.
	· Difficult to find files because they can be on several different media.
· When restoring data, requires normal backup first and then each incremental backup in order.

	Differential
	· When restoring, requires only the last normal backup and last differential backup. 

· Less time consuming than normal backups.
	· Longer restoration time than if files were on a single medium. 

· If large amounts of data change daily, longer backup time is required.

· Backs up all files that were added or changed since the last normal backup.


Storage Devices and Media

Windows 2000 can back up files to a variety of storage devices, including a tape drive, logical drive, physical drive, removable disk, network share, or a library of disks or tapes organized into a media pool and controlled by a robotic changer. If you do not have a separate storage device, you can back up to another hard disk. It is not recommended that you use a logical drive from the same physical disk to back up your data. In case of a hardware failure, the data on the logical drive may not be available.  

Storage Devices

Storage technology changes rapidly, so it is important to research the merits of various media before you make a purchase. When selecting a storage device, consider drive and media costs, as well as reliability and capacity. 

Media Types

The most common type of storage medium is magnetic tape. The primary tape drives used for backup include quarter-inch cartridges (QIC), digital audio tapes (DAT), 8-millimeter (mm) cassettes, and digital linear tapes (DLT). High-capacity, high-performance tape drives typically use small computer system interface (SCSI) controllers. Other types of media include hard disks, magnetic disks, and network drives. 

In Windows 2000 Server, the Backup Utility does not support backing up to CD-R, CD-RW, or DVD-R because Remote Storage Management does not recognize these devices as backup pool media. If you need to back up your data to a device that uses one of the media types above, you will need to purchase third-party backup software that supports the specific media type of interest.

There are many aspects that you should consider before deciding which media type you will use.

Size 

An ideal storage device has more than enough capacity to back up the entire Small Business Server computer and can also detect and correct errors during backup and restore operations. It is important to plan for the future and growing demands of user data.
Price per Media Unit 

Consider the price per media unit. Your budget may require you to make a trade-off between media type and backup schedule when purchasing the necessary number of media units.  For example, if you are using a tape backup method, you should consider how many tapes you need to implement your backup plan for one year and then purchase as many tapes as possible up front. You should also consider purchasing spare tapes and plan for replacing worn tapes per the manufacturer’s recommendation. 
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 Note   Failing to purchase the sufficient quantity of media to implement your backup plan can potentially limit its effectiveness.

Supported Storage Device 

Select a storage device that is compatible with the Windows 2000 operating system. For information about supported storage devices, see the Microsoft Windows 2000 Hardware Compatibility List (HCL) available on the Internet at:
http://www.microsoft.com/windows2000/server/howtobuy/upgrading/compat/default.asp
Bus Type 

The most common options are SCSI II, SCSI III, ultra-wide SCSI, IDE, USB, and IEEE 1394 (also know as FireWire).  The bus may be built into the motherboard or it may require an additional expansion card.  If you require an additional adapter, verify that the adapter is also on the HCL and that it is certified to work with your backup device.

Speed 

Consider the bus and media speed. Depending on the amount of data you need to back up, you may need a faster device.

Designing a Backup Plan

After purchasing the appropriate hardware and media, a backup plan is essentially a thorough media rotation schedule. A backup schedule helps ensure data recoverability over time and covers the maximum number of data loss contingencies.  Your backup plan must be consistently implemented and tested.  It is impossible to restore data lost yesterday when the most current backup tape is three months old, or when a defective tape was never tested.  You should regularly check the backup logs and perform scheduled test restores to ensure backups are being completed successfully.

It is also recommended that you regularly store normal backups off-site. This protects the company’s data in the event of a fire or other natural disaster. It is important to rotate the media that you store off-site as part of the backup plan. 

For a small company implementing a tape backup solution, how often you store tapes off-site depends on how critical the data is. Some companies may elect to take backup tapes home every day; for others, weekly or monthly off-site storage is sufficient. 

A small company will typically designate one employee to swap backup tapes in the backup device and store tapes off-site. It is important to clearly and consistently label your backup media. Consider posting the backup schedule and procedures near the backup device for quick reference. 

Plans vary based on your company’s need, resources, budget, and other factors.  Ultimately, a backup plan should be based on how often your data changes, how valuable it is, and how much you can afford to lose. Because most companies cannot afford to lose several days worth of data, a daily backup plan is recommended. When you develop a backup plan, how many tapes you use, what types of backups you perform, and when tapes are stored off-site are all variables that only you can define. Once your plan is in place, it should be regularly evaluated for effectiveness and modified as necessary.  

Tape Rotation Examples

Four example tape rotation plans are provided below.  Each example uses a slightly different schedule and will allow you to see the tradeoffs between different types of plans. Because backup plans vary widely and can be affected by many factors, the following examples are not recommendations and may not fit your particular needs. They should only be used as a guide in designing your own backup plan. The examples in this section do not address the need for spare tapes or scheduling tape replacement, both of which are important in developing a thorough backup plan.
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 Note   Backup tapes have a finite lifecycle and should be replaced with new tapes at periodic or regular intervals, per the manufacturer’s recommendation.  

Example 1: Daily Schedule (Weekly Tape Rotation)

This weekly schedule example uses a different backup tape each day of the week for one week.  This plan does not account for off-site storage and does not provide good restoration coverage over time.  Any data lost more than a week prior will not be recoverable using this plan.  
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Figure 1—Daily Schedule (Weekly Tape Rotation)

To restore data in this example, you would need the last normal backup tape. Note that you are limited to data backed up in the last week.  
Total tapes used in this example: 5 

Total protection: 1 week

Example 2: Daily Schedule (Bi-weekly Tape Rotation)

This example schedule starts with a normal backup, which is promptly stored off-site, and then you use a different backup tape each day for two weeks. The first daily tape (tape 2) is used again at the beginning of every third week. Incremental backups are performed Monday through Thursday, and normal backups are performed on Friday.  The Normal backup tapes (tapes 1, 6, and 11) should be stored off-site on a rotating basis.  

You can use tapes with smaller capacity on the days when you are doing incremental backups. The tape size will depend on the amount of data that is changed on a daily basis. Only normal backup tapes need to be large enough to store all the data you need to back up from the server. 
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Figure 2—Daily Schedule (Bi-weekly Tape Rotation)

Extending Figure 2, week 3 would reuse tapes 2-5 Monday through Thursday, with tape 1 returning from off-site for the Friday normal backup.  Week 4 would reuse tapes 7-10 Monday through Thursday, with tape 6 for the Friday normal backup. 

To restore data with this schedule, you will need the last full backup tape and all the tapes used for incremental backups since the last full backup. 

For example, if the Small Business Server computer experiences a hard disk failure on Wednesday morning, you will need the full backup from the previous Friday, plus the incremental backups from Monday and Tuesday, to perform the restore.  To avoid overwriting newer files with older files, the incremental tapes must be restored in the order in which they were backed up.

Total tapes used in this example: 11 

Total protection: 3 weeks

Example 3: Daily Schedule (Bi-weekly Tape Rotation)

This example schedule starts with a normal backup, which is promptly stored off-site and then uses a different backup tape each day of the week for two weeks.  Starting the third week, the Monday through Thursday tapes are reused, while a new tape is used for the Friday backup.  The fourth week would reuse the Monday through Thursday tapes from week two, with another new tape used for the Friday backup. In addition to the first backup, the backup tapes used on Fridays are stored off-site until the week they are used again. In this example, tapes 1, 6, 11, 12, and 13 are stored off-site on a rotating basis.  
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Figure 3—Daily Schedule (Bi-weekly Tape Rotation)

Extending Figure 3, week five would reuse tapes 2-5 Monday through Thursday, with tape 1 returning from off-site for the Friday normal backup.  Week six would reuse tapes 7-10 Monday through Thursday, with tape 6 for the Friday normal backup. 

To restore data in this example, you would need the last full backup tape.  However, because you are not reusing the Friday backup tapes on the same schedule as the Monday through Friday tapes, you could roll back to a previous version of a file that was more than two weeks old.  

For example, say a file is infected with a virus on Wednesday of week 2. That file would first be backed up on tape 9, and the last clean copy of the file would be on tape 8. What if a user first discovers the virus on Thursday of week 4?  By that time, tape 8 has already been reused, thus overwriting all data with data from week 4.  You can still recover a clean copy of the file from tape 6, which was stored off-site and is not scheduled to be reused until week six. 
Total tapes Used in this example: 13 

Total protection: 5 weeks

Example 4: Daily Schedule (Bi-weekly Incremental Tape Rotation, Monthly Normal Tape Rotation)

This example schedule starts with a normal backup, which is promptly stored off-site, and then uses a mix of incremental and normal backups. In this example, the tapes used for incremental backups are reused every two weeks, while the tapes used for Friday normal backups are reused every three weeks.  Additionally, the normal backup performed every fourth Friday is stored off-site. These tapes are rotated every six months.

You can use tapes with smaller capacity on the days when you are doing incremental backups. The tape size will depend on the amount of data that is changed on a daily basis. Only normal backup tapes need to be large enough to store all the data you need to backup from the server. 
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Figure 4—Daily Schedule (Bi-weekly Incremental Tape Rotation, 
Monthly Normal Tape Rotation)

Extending Figure 4, week five would reuse tapes 2-5 Monday through Thursday, and reuse tape 6 for the Friday normal backup.  Week six would reuse tapes 7-10 Monday through Thursday, with tape 11 for the Friday normal backup.  Week seven would reuse tapes 2-5 Monday through Thursday, and reuse tape 12 for the Friday normal backup.  Week eight would reuse tapes 7-10 Monday through Thursday, and then use tape 14 for the Friday normal backup.  Tape 14 would then join tapes 1 and 13 off-site.  Starting in week nine, the cycle starts again. Tape 15 would be used on the Friday in week twelve.  

Tape 1, which was the first backup performed would not be reused until week 24, giving you almost six full months of system recovery protection. 

Total tapes used in this example: 17 

Total protection: 23 weeks

Media Rotation

In addition to performing data backups according to a tape rotating schedule, your backup plan should include permanently archiving worn tapes and purchasing new tapes. You should regularly remove old tapes from the rotation and introduce new tapes into the rotation. This prevents backup tapes from wearing out and becoming unreliable. There are several strategies to accomplish this, depending on the number of backup tapes you use to implement your backup plan, the type of backup tapes you use, and the number of times the tape is used. Consult the tape manufacturer’s recommendation for information about replacing backup tapes. 

Testing Backups

Because it is critical the entire backup and restore process be verified, you should develop backup and restore strategies with appropriate resources and personnel, and then test them. Testing backup strategies shows how much time is required to restore data. A good backup plan ensures fast restoration of lost data.

To verify that your files are properly backed up, perform a trial restoration periodically to uncover hardware problems that may not show up during software verification.

There are two main procedures to test the fitness of data backups, including a monthly test restore and a periodic system failure simulation.

Monthly Test Restore

A monthly test restore involves selecting a recent backup and restoring a small number of data files from different locations on the backup media to a temporary folder on the Small Business Server 2000 computer. Once restored, the files should then be opened, changed, and saved. While not a guarantee, a monthly test restore helps to verify the recoverability of your backed-up data and to identify potentially defective backup media. 
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 Note   If the customer is using a sophisticated business application such as accounting software, it is recommended that the technology consultant coordinate a test restore with the accounting software consultant. Complex business applications may require a separate data-restore process. 

Periodic System Failure Simulation

Small business owners, often without full knowledge of the business staff, have a technology consultant arrive unannounced at the site and create a simulated system failure. This is typically contracted for once per year. It enables the customer to assess the fitness of its data backups and the ability to recover from a system failure. As part of this exercise, the technology consultant often invites an employee from the customer site, retains a recent backup tape, and visits another site, known as a "hot site." The hot site may even be the technology consultant's office. At the hot site, a full restore is performed to another computer. 

This exercise typically reveals weaknesses in the recovery plan in a controlled environment, before a real system failure occurs. 

Backing Up Data from Small Business Server

There are many important data sources in a Small Business Server computer. Depending on the type of use required from the server and the criticality of the data contained in each data source, you may need to adjust your backup plan priorities to match the importance of the data sources.

Backing Up User Data

During Setup, Small Business Server installs and configures several shared folders. Two are used to store user data, as follows:

	Shared Folder
	Intended Usage
	Location

	Company
	Central location for company shared folders and files.
	Local path:

<driveletter>:\Company Shared Folders

UNC path:

\\servername\company

	Users
	Central location for users to store folders and files.
	Local path:

<driveletter>:\Users Shared Folders

UNC path:

\\servername\users


Users should save the files they want to be backed up to one of these two locations. This approach centralizes and reduces the numbers of places where user-related data is stored and simplifies the backup plan. It also guarantees that all files users consider important are properly backed up.

Depending on your customer, user data may also be stored in other locations. It is important that you identify these locations and determine if they need to be backed up or not. For example, if users log on to the server and store data in their profiles, you need to consider backing up the Documents and Settings folder (typically, C:\Documents and Settings, where C:\ is the drive in which Windows is installed) or moving data from this location to another folder that is being backed up. 

Backing Up Exchange Data

The Backup Utility can be used to back up Microsoft Exchange 2000 Server information stores. The information stores are the databases used by Exchange to store mailboxes, public folders, documents, files, and applications. Data related to the Exchange configuration is part of the System State data, which needs to be backed up separately and is covered in the next section.

Because Exchange 2000 Server is backed up at the information-store level when the Microsoft Exchange options are selected in the Backup Utility, it is not possible to restore an individual mailbox or individual piece of e-mail using Backup Utility. Some third-party tape backup applications have the ability to restore at the individual mailbox level.  This is referred as “brick-level backup” or “individual mailbox backup.”

Backing Up System State Data

System state data includes the following files: 

· Boot files (including system files) and all files protected by Windows File Protection

· Active Directory® 

· Sysvol

· Certificate Services (only if the Small Business Server computer is a certification authority)

· The registry

· Component Services Class registration database

System state backup and restore operations include all system state data. You cannot choose to back up or restore individual components because of dependencies among the system state components. However, you can restore system state data to an alternate location in which only the registry files, Sysvol folder files, and system boot files are restored. The Active Directory database, Certificate Services database, and Component Services Class Registration database are not restored to the alternate location.

Backing Up Other Data Sources

In addition to user data and the system state, you should determine whether or not to backup other data as needed.  For example, if you are running an internal Web site (an intranet) for your company, you should back up \Inetpub and data from third-party applications, such as accounting or payroll data.  You may want to store a copy of the SQL Server backup in a folder to be included in the data backup. 

Items Not to Back Up

Because the most straightforward recovery method involves reinstalling Small Business Server, operating system or application-specific files and directories should not be backed up. This includes WINNT, Program Files, Client Apps, and any third-party application folders. In most cases, you do not need to backup entire disk drives or disk partitions (unless they are data partitions).  Doing so can add unnecessary time to the backup process and require the purchase of larger or additional backup media. 

Additionally, you should not back up the Exchange (M:) drive. This is a drive mapping used by Exchange.  Attempting to back up or restore the Exchange (M:) drive can damage the database and affect users’ ability to access their Exchange data. 

Collecting and Recording System Information

It is important to collect basic information about your system and store it in a safe place before a system failure occurs. The information contained in the following table is vital when restoring your system.

	Item
	Information

	Disk configuration
	Record the volumes and sizes of the disks in your system by using the Disk Management system utility. Use this information to recreate the disk configuration in the case of a complete disk failure. All disk configurations must be restored before restoring System State or data to your computer. If disk configurations are not first restored, it can cause failure in the restore process.

	Computer name
	Use the computer name to restore a computer of the same name and to avoid changing many different client configuration settings.

	IP address
	If the computer has a static IP address, record it so that you can duplicate this address when you restore the computer.

	Video mode settings
	If the resolution and color depth are important on this particular computer, record the settings.

	Domain name
	You must use the same domain name during the restore process.


To collect system information contained in the preceding table 

1. Click Start, and then click Run. 

2. Type Msinfo32, and then click OK. 

The output can be saved as either a text file or a system information file.  It can then be stored on a floppy disk or printed.

Remotely Monitoring Backup in Small Business Server 2000

Small Business Server 2000 provides a series of tools that enable you to remotely monitor Small Business Server computers. One such tool, Server Status Reports, allows you to receive periodic performance reports by e-mail. The reports contain a series of performance counters, as well as a list of services installed on your server and their status. You can configure Server Status Reports to send logs periodically to you.

By default, event logs, Microsoft Internet Information Services (IIS) 5.0 and Microsoft Internet Security and Acceleration (ISA) Server 2000 logs are available in Server Status Reports. This list can be extended to include any other log files available on the server. You can, for example, extend it to include Backup Utility logs or the log files generated by a third-party backup application.

You can configure Server Status Reports to be sent periodically to your e-mail account with the backup logs. These logs will inform you which files and folders were backed up and the results of key operations such as loading a tape, starting a backup job, or failing to open a file.

For more information about Server Status Reports or how to add log files, see “Configure Server Status Reports” in Small Business Server Help.

By default, the Backup Utility log files are stored in:
C:\Documents and Settings\Administrator\Local Settings\Application Data\Microsoft\Windows NT\NTBackup\data directory.

Running the Backup Utility 

The Windows 2000 Server Backup Utility allows you to backup data on the Small Business Server computer. These backups can be performed manually or scheduled to occur at defined intervals. The Backup Utility also allows you to restore data should it become necessary.

To run the Backup Utility

1. Click Start, point to Programs, point to Accessories, point to System Tools, and then click Backup.
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 Note   To open the Backup Utility from the Run command, click Start, click Run, type ntbackup, and then click OK.
2. Click Backup Wizard, and then click Next. 

3. On the What to Back Up page, click Back up selected files, devices, or network data, and then click Next. 

4. On the Items to Backup page, select Microsoft Information Store, Company Shared Folder, Users Shared Folders, and any other user-data folders you want to backup. If you are performing a Normal backup, you should also select System State. 
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 Important   Do not select Exchange (M:). Attempting to back up or restore the Exchange M: drive can damage the database and affect users’ ability to access their data.
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 Note   Selecting an item in the console tree displays its contents in the details pane. To set a file or folder for backup, you can select them in either place.

5. When the Completing the Backup Wizard page appears, click Finish to begin your backup or click Advanced to set additional options. 

6. If you click Advanced, additional wizard pages appear, as follows:

a. On the Type of Backup page, select the backup type that corresponds with your backup plan.  

b. On the How to Backup page, you can select Verify data after backup, which means the backed-up data will be checked for data integrity (adding time to the backup process). 

c. On the Media Options page, you can append data onto existing backup media or replace the data altogether.  

d. On the Backup Label page, you can name and date your backup. 

e. On the When to Backup page, you can choose to backup now or later. If you choose later, you can schedule when the backup occurs. 

7. After you schedule your backup (or if you selected to run it now), the Completing Backup Wizard page reappears. Click Finish to begin the backup or exit the program until the scheduled backup takes place. 
Data Recovery

Performing a data restore is not limited to cases of critical failure. This section addresses some of the common scenarios for recovering lost data on a smaller scale.

Recovering a User’s Home Folder from Backup

If a user accidentally deletes files from their home folder (\\Servername\Users\Username), you can restore those files.

To recover a user’s home folder from backup

1. Load the most current backup tape into the backup device.

2. Click Start, point to Programs, point to Accessories, point to System Tools, and then click Backup.

3. Click Restore Wizard.

4. On the What to Restore page, you will see a list of cataloged backups. Double-click the backup filename corresponding to the tape in the backup device. 

5. Browse the list and select the user’s folder.

6. Click Finish and the files will be restored to their user’s folder. By default, existing files will not be replaced.

7. When the restore completes, click Report to view the backup log, or click Close.

If the user accidentally overwrites a file and wants to retrieve an older version, you can restore the files to another location.

To restore user files to an alternate location

1. Create a new folder in the user’s home folder.  For example, Previously Deleted Files.

2. Run the Restore Wizard.

3. On the Finish page, click Advanced.

4. In Restore files to drop-down list, select Alternate Location.

5. Click Browse and select the folder you created.

6. To accept the defaults, click Next.
7. Click Finish.  The files will be restored to the new folder.

8. When the restore completes, click Report to view the backup log, or click Close.

Recovering Deleted E-mail for a User

If a user mistakenly deletes an e-mail, they can recover it without restoring from tape backup. Exchange 2000 Server provides the ability to temporarily save deleted e-mail. You can configure the Mailbox Store to save deleted e-mail items and other data (such as calendar information) for a set number of days.

Modify Deleted Items Retention Period

By default, Exchange 2000 Server keeps deleted items for 30 days. You can modify the deleted items retention period for the Mailbox Store. 

To change Mailbox Store properties

1. Click Start, and then click Small Business Server Administrator Console.

2. Double-click the Exchange System Manager, double-click Servers, double-click Servername, and then double-click First Storage Group.

3. Right-click Mailbox Store and then click Properties.

4. On the Limits tab, enter the number of days you want Exchange to retain deleted items in Keep deleted items for (days).
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 Note   This change will affect only mail deleted after the setting is changed.

5. If a change is made to the settings, you may have to do one of the following to ensure the change occurs on the Outlook client:

· Restart Microsoft Outlook®.
-or- 

· Stop and restart the Microsoft Exchange Information Store Service. 
-or- 

· Wait for approximately one hour for the changes on the server to be registered by the client. 

Recovering Deleted Items from Outlook 

To recover deleted items on the client, select the Deleted Items folder, and then on the Tools menu, click Recover Deleted Items.  Select the items you want to undelete. 

The items will then be restored to the Deleted Items folder on the client computer.

To recover items other than deleted e-mail, see “How to Recover Items That Do Not Touch the Deleted Items Folder” at:
http://support.microsoft.com/default.aspx?scid=kb;en-us;178630
Recovering a Deleted Mailbox

If a mail-enabled user account is mistakenly deleted, you can recover the mailbox for up to 30 days without restoring from backup. By default, Exchange 2000 Server does not immediately delete e-mail or mailboxes. The mailbox is not permanently removed until 30 days after deletion.
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 Important   On an Exchange 2000 Server install that was upgraded from Microsoft Exchange Server 5.5, the deleted mailbox retention settings configured for Exchange Server 5.5 are retained. By default, Exchange Server 5.5 is not configured for deleted mailbox retention and sets this value to 0 days.

Configure Deleted Mailbox Retention Period

By default, Exchange 2000 Server is configured to keep deleted mailboxes for 30 days. This is set in the Mailbox Store properties. 

To configure the deleted mailbox retention period

1. Click Start, and then click Small Business Server Administrator Console.

2. Double-click the Exchange System Manager.

3. Double-click Servers, double-click Servername, right-click Mailbox Store, and then click Properties.

4. On the Limits tab, type the number of days you want Exchange to retain deleted mailboxes in Keep deleted mailboxes for (days).
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 Note   Even if the retention period is set to 0, deleted mailboxes can still be retrieved until garbage collection is run.  By default, this is scheduled from 11:00 P.M. to 3:00 A.M. nightly.

Reconnect a Deleted Mailbox to a New User

To recover the mailbox, you can reconnect the mailbox to a user account that does not have an associated mailbox. With Exchange 2000 Server, each user account can only be assigned one mailbox.

To connect a deleted mailbox to a new user account

1. Click Start, and then click Small Business Server Administrator Console.

2. In the console tree, click Users.
3. In the details pane, right-click any user account and then click Add User. 

4. Complete the Add User Wizard to create the new user account.
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 Important   When creating the new user account, clear the Create a mailbox check box. If you create a mailbox for the new user account, you will be unable to associate it with the old mailbox. 

5. In the Small Business Server Administrator Console, double-click Exchange System Manager.

6. Double-click Servers, double-click Servername, double-click Mailbox Store, right-click Mailboxes, and then click Run Cleanup Agent. This will populate the details pane with your mailboxes.  Each recovered mailbox will have a red X next to it, indicating that it is disconnected (not currently associated with a user account).
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 Note   If the cleanup agent does not immediately display a list of mailboxes, you may need to close and then restart the Small Business Server Administrator Console.
7. Right-click the deleted mailbox, and then click Reconnect.

8. In New User for this Mailbox, select the new user account you created, and then click OK.

9. To verify that the mailbox has been associated with the user account, go to the Users in the Small Business Server Administrator Console, select the user, and then click Change User Properties. Verify that the Exchange General tab is present and that it contains the mailbox store.

System Recovery 

This section of the paper deals with recovering your Small Business Server computer after a hard disk failure. It will define the recovery scenario and then discuss the following two recovery options: 

· Recovering using a current tape backup

· Recovering without a current tape backup

If a tape backup is available, recovering data from the tape media is the preferred method of system recovery.   

Recovery Scenario

To present options for system recovery, this paper makes assumptions based on a typical Small Business Server computer hardware configuration; it does not attempt to account for all configuration options. Your configuration may be different.  

For the purposes of this paper, the Small Business Server computer:

· Is the only server computer on the network.

· Is configured with a single hard disk drive.

· Has experienced hard disk failure and may not be in a bootable state.

· Cannot be recovered using safe mode startup options, the Recovery Console, or an Emergency Repair Disk.

· Will require a hard disk replacement.
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 Note   The hard disk or partition needs to be formatted and free from errors.

This scenario does not account for multiple hard disks, mirror sets, other RAID arrays, or additional domain controllers, nor does it address recovery options involving a new server computer.   

Recovering Using a Tape Backup

In this scenario, you will install Small Business Server 2000 on the replacement hard disk and then restore user and Exchange data from a current normal backup (and any incremental backups).  User data and Exchange data must be restored separately.  The bootable state of the failed hard disk is not important because you have all relevant information on the backup media.  
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 Note   When you restore files to a new computer or hard disk, the files inherit the permissions of the folder in which they are placed.  You do not have to restore security information unless the folder to which you are restoring data has different permissions than the folder on the failed disk. If the folder has no permissions, files retain their previous permissions, including ownership.

Before You Begin

Before beginning the recovery process, make sure you have the following:

· Current full and incremental data backups.

· Copies of all software and device drivers.

· Copies of all service packs and the latest hot fixes and security patches.

· Your Small Business Server Client Add Packs.

· A record of previous settings and installation options.

· The Small Business Server 2000 Planning and Installation guide.

Installing Small Business Server 2000

Use the following steps to install Small Business Server.

To install Small Business Server 2000

1. Using Small Business Server 2000 Setup, duplicate all the settings and installation options from the failed disk, but DO NOT install Exchange 2000 Server. For specific instructions, refer to the Small Business Server 2000 Planning and Installation guide that shipped with the product.

Small Business Server 2000 Setup will first install Windows 2000 Server.  Accept the default settings during this portion of Setup.  When the Small Business Server portion of Setup begins, duplicate the following settings using the exact same values used in your previous install:

· Computer name

· Organization name

· DNS name

· IP address

· Data folders location

· Component selections
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 Note   If you are using a non-default folder name, see "Recovering from Failed System Drive with Non-Default %SystemRoot% Folder" at:
http://support.microsoft.com/default.aspx?scid=kb;en-us;Q235478
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 Note   If you inadvertently install Exchange 2000 Server using Small Business Server 2000 Setup, you must remove it before you can continue.  For details, see "How to Completely Remove Exchange 2000 from Active Directory" at:
http://support.microsoft.com/default.aspx?scid=kb;en-us;Q273478
2. Apply the most current service packs for Windows 2000 Server and Small Business Server applications, and the latest security patches or hot fixes.  
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 Note   If you need to connect to the Internet to download patches or hot fixes, use a client computer on the network, or turn off IIS and then use the Small Business Server computer. 

3. Install Exchange 2000 Server manually from Small Business Server 2000 Setup Disc 3.  Create a new organization and duplicate the Exchange organization name from the failed disk.
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 Important   If you performed an in-place upgrade from Small Business Server 4.5 to Small Business Server 2000 on the failed disk, you will need to update the legacyExchangedn in Active Directory before completing this procedure. See "How to Change the legacyExchangeDN Attribute in Native Mode with ADSI Edit” at:
http://support.microsoft.com/default.aspx?scid=kb;EN-US;q273863
4. After Exchange Setup completes, rerun Small Business Server Setup without modifying any settings or installation choices.  This will ensure the Exchange 2000 licensing settings are properly configured.  For more information, see "Event 201 from Microsoft Exchange in SBS 2000" at:
http://support.microsoft.com/default.aspx?scid=kb;en-us;Q298160
5. Install all of the Exchange service packs and hot fixes that were installed on the failed disk. 
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 Important   You must duplicate the service pack level.  If you had installed service pack 1 for Exchange and applied one hot fix, then you must install service pack 1 and apply the same hot fix in step 5. Do not install a later service pack than the one originally installed.

6. When Small Business Server Setup completes, close the To Do List.

7. Click Start, and then click Small Business Server Administrator Console.  

8. In the console tree, click Users.

9. In the details pane, right-click any user account and then click Add User. 

10. Complete the Add User Wizard to create the new user account and corresponding computer account.
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 Important   When creating the new user account, clear the Create a mailbox check box. If you create a mailbox for the new user account, you will be unable to associate it with the old mailbox. 
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 Note   Duplicate the user and computer account names from the failed disk.  

Preparing Exchange Databases

Before recovering any data, follow these steps to prepare the Exchange databases for recovery.

To prepare Exchange databases

1. Double-click Exchange System Manager, double-click Servers, double-click Servername, and then double-click First Storage Group.

2.  Right-click Mailbox Store, and then click Properties.

3. On the Database tab, select This database can be overwritten by a restore, and then click OK.

4. Repeat steps 2 and 3 for the Public Folder Store.

5. Right-click the Mailbox Store again, and then click Dismount Store.

6. Click OK to confirm.

7. Repeat steps 5 and 6 for the Public Folder Store.

8. Use Windows Explorer to navigate to the Exchange database folder.  By default it is located at C:\Program Files\Exchsrvr\MDBDATA.  Delete all the files in this folder.
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 Note   This is a precaution.  Mixing old and new database files may prevent your Exchange databases from mounting. If you have more that one MDBDATA folder, delete the files in all MDBDATA folders on all partitions. 

Recovering User Data

Use these steps to recover user data.

To recover user data

1. Load the most current normal backup tape into the backup device.  

2. Click Start, point to Programs, point to Accessories, point to System Tools, and then click Backup. 

3. If the Import Media Present dialog box appears, select the Allocate all compatible import media to Backup check box and then click OK.

4. By default, the Backup Utility keeps a summary log. Before beginning the restore, you may want to specify that the Backup Utility keep a detailed log file, which will allow you to track the restore by file. To do so, on the Tools menu, click Options. On the Backup Log tab, click Detailed, and then click OK.

5. Click Restore Wizard, and then click Next.

6. On the What to Restore page, double-click the media icon that represents the tape in the drive. Double-click the appropriate disk drive(s) and select all appropriate user-data folders, such as Company Shared Folders, Users Folders, and Documents and Settings, and then click Next.
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 Important   Because you installed Small Business Server on the new disk, do not attempt to restore non-user data, such as the operating system or application-specific files.  This includes System State, WINNT, Program Files, and the Exchange (M:) drive. 

7. On the Completing the Restore Wizard page, click Advanced.

8. On the Where to Restore page, select Original Location, and then click Next.

9. On the How to Restore page, specify how to resolve file restoration issues when a file with the same name exists. Because this is a full restore, click Always replace the file on my disk, and then click Next.

10. On the Advanced Restore Options page, click Next.

11. Click Finish.

12. When the wizard completes, click Report to view the backup log, or click Close.

13. Repeat the steps in this section for any incremental backups with more recent data.

Recovering Exchange Data

Once user data has been recovered, restore your Exchange data.

To recover Exchange data

1. With the Backup Utility still open, click Restore Wizard, and then click Next.

2. On the What to Restore page, double-click the media icon that represents the tape in the drive. Double-click Servername/Microsoft Information Store/First Storage Group and select all appropriate Exchange folders, such as Log Files, Mailbox Store, and Public Folder Store, and then click Next.

3. On the Restore Database Server page:

· In Restore To, type the computer name or click Browse and then click My Computer.  

· In Temporary location for log and patch files, type in a folder path to a temporary location (for example, c:\temp).  This folder will be used to restore Exchange databases. Ensure this location does not contain any Exchange data.  

· If this is the last backup set you are restoring, select the Last Backup Set and Mount Database After Restore check boxes.  If you have incremental backups with more current data, do not select these options. Click Next.

4. On the Advanced Restore Options page, click Next.

5. Click Finish.

6. When the wizard completes, click Report to view the backup log, or click Close.

7. Repeat the steps in this section for any incremental backups with more recent data. When you are restoring from the final backup tape, make sure you select the Last Data Set and Mount Database After Restore check boxes.

8. Once the data has been restored, close the Backup Utility.

Recovering SQL Data

This section refers to restoring your SQL Server databases.

To restore your SQL databases

1. Recreate the folder structure used in your original installation.

2. Configure NTFS file system permissions on the folder and database files as needed.

3. Refer to the following documents for instructions on reattaching (restoring) your database files.

· “Disaster Recovery Articles for Microsoft SQL Server” at:
http://support.microsoft.com/default.aspx?scid=kb;EN-US;q307775
· “Restore File and Filegroup Backups in SQL Server” at :
http://support.microsoft.com/default.aspx?scid=kb;EN-US;q281122
Reconnecting Restored Mailboxes

Once all the data is restored, connect the recovered Exchange mailboxes to the recreated user accounts.

To reconnect restored Exchange mailboxes

1. Open the Small Business Server Administrator Console.

2. Double-click Exchange System Manager, double-click Servers, double-click Servername, double-click First Storage Group, and then double-click Mailbox Store.
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 Note   The Mailbox Store and Public Folder Store should be mounted.  If they are not, wait a few moments and repeat this step.  If they do not mount, check the Application Log in the Event Viewer for more information.

3. Right-click Mailboxes and then click Run Cleanup Agent.  This will populate the details pane with your mailboxes.  Each recovered mailbox will have a red X next to it, indicating that it is disconnected (not currently associated with a user account).
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 Note   If the cleanup agent does not immediately display a list of mailboxes, you may need to close and then restart the Small Business Server Administrator Console.

4. Right-click on a disconnected mailbox and then click Reconnect.  A dialog box with a list of users appears; these users do not have mailboxes associated with them.  Choose the appropriate user entry for the mailbox.  Repeat this step until all mailboxes have been re-associated with user accounts.
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 Note   It may take a few moments for the replication process to complete, during which time the reconnected mailboxes may still appear disconnected.

5. After the restore is finished and you are certain that everything works, you can reconnect the Small Business Server computer to the local network and complete the To Do List.

6. When the network is functional, you need to do the following:

· Log on to each client computer using the local administrator account. Disjoin and then rejoin the domain.

· Log on to each client computer using the Domain Administrator account and add the appropriate user account to the local administrators group.

· Give users the name of the Small Business Server computer. When they log on to their client computers (where they are now local administrators), they will need this name to complete their MAPI profiles.

Recovering Without a Tape Backup
In this scenario, you will install Small Business Server 2000 on the replacement hard disk and then attempt to recover data from the failed hard disk by performing a parallel installation (an installation to another partition on the same computer). This is done so that data is copied to a safe location in preparation for a complete reinstallation of the operating system. If the failed hard disk is in a bootable state you may be able to recover user data and Exchange 2000 Server and Microsoft SQL Server™ 2000 databases.  Without a current tape backup from which you can restore data, however, your chances of completing a full recovery may be limited and hinge on the state of the failed or failing hard disk drive. 
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 Note   This procedure is also appropriate for situations where a hard disk or other critical piece of hardware may be failing but is still bootable.  In these situations, a parallel installation may not be necessary.  If this is case, it is sufficient to boot in to the existing install and copy relevant data.

The methods in this section assume that you have physical access to the computer and are able to replace failed hardware.  The steps that follow assume that the server either is not functioning or is in such an unstable state that a full tape backup cannot be performed. An example of this may be a failing hard disk that will still boot, but that crashes randomly.  

In this case, the following data and settings are not recoverable and will need to be manually reconfigured after reinstalling the server.  

· Active Directory settings—User accounts, security configurations, computer accounts, printers, shares, and other items stored in Active Directory will need to be recreated manually after reinstalling the operating system.

· Application data settings—Custom settings in Exchange 2000 Server, ISA Server 2000, and other server applications will need to be reconfigured after reinstallation of the server and its applications.

· Custom security settings—All access permissions set on resources will need to be reconfigured after reinstalling the operating system.

Before proceeding, determine if you have an existing partition to which you can install a parallel installation.  Also, determine if you have enough disk space on your existing computer to copy the data you want to recover from one partition to another.  If this is not possible, you will need to copy your data from the parallel installation to either another computer over the network, or to backup media such as tape or a recordable CD-ROM device.  To do this, you may need to install third-party backup or archiving software. Time permitting, it is preferable to have multiple, redundant copies of your data.  For example, you may copy your data to both a partition on a separate physical hard disk and to a network share.

Configuring Your Hardware

In the case of a complete system crash due to failed or failing hardware, you may need to install a parallel installation in order to recover your data.  If you have an existing disk partition that has enough free space to install the Windows 2000 Server operating system, you may be able to install the operating system to this partition for the purposes of system recovery.  If you only have one physical hard disk, you may have to install a new physical hard disk in your computer.  Please refer to your hardware manufacturer’s recommendations for hardware installation steps.

In certain cases, adding new hardware may not be possible without voiding a manufacturer’s warranty.  If this occurs, please contact your manufacturer or vendor for assistance in recovering your data or installing new hardware.

Installing the Operating System

Once the hardware has been properly configured, you are ready to install the parallel installation of Windows 2000 Server from either the Small Business Server media or another copy of Windows 2000 Server, Windows 2000 Advanced Server, or Windows 2000 Professional.  From here, it is critical that you choose to install to the new partition or hard disk and do not attempt a repair of the original, failed installation.

Once the operating system is installed, you may need to configure any tape devices or other backup media in order to be able to back up to these devices.  If you plan to use a third-party backup solution, you can install it at this time.  

For more information, see the Knowledge Base article "How to Move a Windows 2000 Installation to Different Hardware" at:
http://support.microsoft.com/default.aspx?scid=kb;EN-US;q249694
Recovering User Data

From the parallel installation, copy any user data to a safe location onto another partition or to a network share.  If possible, copy the data to at least two different locations to ensure you have redundant copies.  Some common folders you will need to back up include:

C:\Documents and Settings\

This folder contains user profiles on a new installation of Small Business Server 2000 or a Small Business Server 4.5 migration.

%windir%\Profiles (C:\Winnt\Profiles by default)

This folder contains user profiles on a Small Business Server 2000 installation upgraded from Small Business Server  4.5.

C:\Company Shared Folders\

This folder contains shared company data.

C:\Users Shared Folders\

This folder contains user data.

In addition, you may have a shared folder to archive incoming faxes.  Note that the drive letter may differ depending on the partition you installed to.  
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 Important   Write down the location from which you copied these files and folders as a reference for when you restore them.  In addition, make a note of any custom NTFS permissions defined for the various files and folders.  
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 Note   Depending on the NTFS permissions set on the files in the folders specified above, you may need to first take ownership of the files while logged on as an administrator before you are able to copy the files.  For details on how to take ownership of files and folders, see "How to Take Ownership of Files" at:
http://support.microsoft.com/default.aspx?scid=kb;EN-US;q268019

Recovering Exchange Data

By default, Exchange 2000 Server stores its database files in the C:\Program Files\Exchsrvr\MDBData folder for new installations of Small Business Server 2000.  If you upgraded from Small Business Server 4.5, the database files will be located in the C:\exchsrvr\MDBDATA folder by default.  Recovering the files in these folders is critical to restore Exchange data.  Note that it is possible to move the location of the private information store, the public information store, or the log files, or any combination of the three, to another partition.  If the default location of any of these folders has been changed, however, you must ensure that you back up the data from all partitions.

The contents of these folders may be very large.  Before you begin, verify that you have enough disk space on the location to which you are copying the data. For more information, see "Offline Backup and Restoration Procedures for Exchange 2000 Server" at:
http://support.microsoft.com/default.aspx?scid=kb;EN-US;q296788
Recovering SQL Data

Like Exchange 2000 Server, SQL Server 2000 data may be stored across multiple partitions.  By default, all data files will be stored in the C:\Program Files\Microsoft SQL Server\MSSQL\Data folder.  Copy the contents of this folder, along with all other SQL Server data files to a safe location.

Restoring Data 

To begin the restore process, follow the “Restoring using a tape backup” steps in the “Installing Small Business Server 2000” section earlier in this paper.  To restore data, use the steps outlined in the following three procedures.  
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 Note   The procedures that follow assume you have reinstalled the operating system and applied the latest Windows 2000 Server service pack as well as any relevant hot fixes.

User Data

To restore recovered user data

1. Ensure that the folder structure is complete for the folders you want to restore.  By default, the standard Small Business Server and operating system folders (C:\Documents and Settings\; C:\Company Shared Folders\; C:\Users Shared Folders\) should already exist after completing Small Business Server Setup.

2. To recreate folder structures of the original install, configure appropriate permissions and create shares for the folders.

3. Copy the data files to the new locations.
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 Note   You are copying the data files that you originally copied in the Recovering User Data section earlier.

Exchange Data

Use the following steps to restore your Exchange 2000 Server database.

To restore your Exchange database
1. Click Start, and then click Small Business Server Administrative Console.

2. Double-click Exchange System Manager, double-click Servers, double-click Servername, and then double-click First Storage Group.

3.  Right-click Mailbox Store, and then click Properties.

4. On the Database tab, select This database can be overwritten by a restore.  

5. If you want to move the location of the database files to match the paths of the original installation, first create new, empty folders to place the database files in, and then click Browse.  Select the new folders for the priv1.edb and priv1.stm database files.
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 Note   If the database files you want to restore were upgraded from Exchange Server 5.5, the name of the database files will be priv.edb and priv.stm rather than the default values of priv1.edb and priv1.stm for a new installation.  To change this value, click Browse and then enter the appropriate file name for each file.  Click Save to save the changes.  You must do this for upgraded databases even if you want to restore to the default folder.

6. Click OK.
7. Right-click Mailbox Store, and then click Dismount Store.  When asked to dismount the store, click Yes.

8. Repeat Step 7 for your Public Folder Store.

9. If your log files were previously located on another partition, perform the following steps to move the log files to this installation:
a. Right-click First Storage Group, and then click Properties.
b. Click Browse for your transaction log location and appropriate destination folder.
c. Click OK to save the settings.
d. Repeat steps b and c to change the system path location.

10. If you had previously enabled circular logging, select Enable circular logging to re-enable it at this time.  Click OK to continue.
11. Delete the contents of the new MDBDATA folders that you have configured in the steps above.  It is important that these folders be empty before you copy the contents of your databases in the next part of the restore process.  Mixing old and new database files may prevent your Exchange databases from mounting.

12. Copy the contents of the MDBDATA folders you previously backed up to your new, blank MDBDATA folders.  
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 Important   Make sure you have at least one copy of your database stored in a safe location.  This ensures that you will have a pristine database to work with in case of database corruption or other database issues that may arise as part of the restore process.  Do not move or delete your saved copy of the database until you have verified that all users are able to access their old mailboxes.

13. In the Small Business Server Administrator Console, right-click Mailbox Store, and then click Mount Store.  When the store successfully mounts, click OK to dismiss the dialog.
14. Right-click Public Folder Store, and then click Mount Store.  When the store successfully mounts, click OK to dismiss the dialog.
15. Double-click Mailbox Store, right-click Mailboxes and then click Run Cleanup Agent.  This will populate the details pane with your mailboxes.  Each recovered mailbox will have a red X next to it, indicating that it is disconnected (not currently associated with a user account).
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 Note   If the cleanup agent does not immediately display a list of mailboxes, you may need to close and then restart the Small Business Server Administrator Console.
16. Right-click a disconnected mailbox and then click Reconnect.  A dialog box appears with a list of users that do not have mailboxes associated with them.  Select the appropriate user account for the mailbox.  Repeat this step until all mailboxes have been re-associated with user accounts.

17. When the network is functional, you need to do the following:

· Log on to each client computer using the local administrator account. Disjoin and then rejoin the domain.

· Log on to each client computer using the Domain Administrator account and add the appropriate user account to the local administrators group.

· Give users the name of the Small Business Server computer. When they log on to their client computers (where they are now local administrators), they will need this name to complete their MAPI profiles.

For more information, see the following Knowledge Base articles:

“Offline Backup and Restoration Procedures for Exchange 2000 Server” at:
http://support.microsoft.com/default.aspx?scid=kb;EN-US;q296788

“How to Set Up Exchange 2000” at:
http://support.microsoft.com/default.aspx?scid=kb;EN-US;q262068
SQL Data

This section covers restoring your SQL Server databases.

To restore your SQL databases

1. If you have not already done so, install SQL Server 2000 using Small Business Server Setup.

2. Recreate the folder structure used in your original installation.

3. Copy the recovered SQL data to the new folder or folders.
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 Note   You are copying the data files that you originally copied in the Recovering SQL Data section earlier.

4. Configure NTFS permissions on the folder and database files as needed.

5. Refer to the documents below for instructions on reattaching (restoring) your database files.

For more information, see the following Knowledge Base articles:

· “Disaster Recovery Articles for Microsoft SQL Server” at:
http://support.microsoft.com/default.aspx?scid=kb;EN-US;q307775

· “Restore File and Filegroup Backups in SQL Server” at:
http://support.microsoft.com/default.aspx?scid=kb;EN-US;q281122
Best Practices

The following list contains various best practices to help you better plan your backup strategy and act when a restore or system recovery situation arises.

· Choosing the best time to backup the server—Perform regular backups when the fewest people are accessing the network. If many files are in use, your system will not be completely backed up. Typically, you will schedule backups to run in the middle of the night.

· Ensuring backups are properly executed—The best way to ensure that your storage devices and media are working correctly is to regularly verify your backups. To do so, restore your files from different locations on the backup media or from multiple tapes.

· Training appropriate personnel—Designate an on-site user to be responsible for changing tapes according to your backup plan, as defined by the backup schedule.

· Labeling tapes—Labels on the tape will help ensure you and the on-site user follow the correct tape rotation schedule.
· Create and monitor backup logs—Configure Backup Utility to create log files. Configure Server Status Reports to send the log files to your e-mail account. The backup log is helpful when restoring data; you can print it or read it from any text editor. Also, if the tape containing the backup set catalog is corrupted, the printed log can help you locate a file. 

· Performing trial restorations—Perform a trial restoration periodically to verify that your files were properly backed up. A trial restoration can uncover hardware problems that do not show up with software verifications. 

· Securing devices and media—Secure both the storage device and the backup media. It is possible for someone to access the data from a stolen medium by restoring the data to another server for which they are an administrator.

· Have an updated inventory of the server—Keep a complete checklist of all the hardware you are using. Also, note the software versions and service packs you are using.
· Prevent potential problems—To prevent potential problems, define a plan to regularly check event logs.
· Have copies of software available—Centrally stored and easily accessible copies of software, service packs, and device drivers are a good idea.

· Have Client Add Packs available—Small Business Server Client Add Packs are used to add Client Access Licenses (CALs) to a computer running Small Business Server 2000.  
· Keep your backup plan updated—Review any plans more than two years old for accuracy and completeness. You should also review the plans any time you add new software or hardware to the server.

· Number of copies of backup media—Keep three current copies of backup media. Store at least one copy off-site in a properly controlled and secure environment. 

· Securing external backup device—If you are using an external backup storage device, consider keeping it in a secure room.

· Avoid using a parallel port external backup device—An external backup device that connects using a parallel port may provide unacceptably slow performance.

· Keep important data on the server—Keeping important data on client computers makes your backup stragegy more complex and harder to implement. You should train your customers to use the shared folders available in the Small Business Server computer. If necessary, create new folders on the server and instruct your customers in how to use them.

Backup Utility Limitations 

The Backup Utility provided with Windows 2000 Server offers most of the features you need to back up a Small Business Server computer. It has some limitations you should consider when creating and implementing a backup plan, including:

· Open files—Open files are not backed up. If a user is working on a file, or went home and left a file opened, the file will not be included on the backup media.
· Database files—The Backup Utility does not allow you to back up and restore individual databases or tables. Additionally, databases that are currently being accessed by users require special backup agents to allow for simultaneous backup and user access.
· Individual mailboxes—The Backup Utility does not allow you to back up and restore individual mailboxes. If you need this flexibility, you will need to purchase backup software that supports brick-level backups. Brick-Level backups can take much longer and require more space than regular backups. In general, it is not recommended that you use this type of backup.
· Disk imaging—The Backup Utility does not support disk imaging.
· Backing up the Exchange Installable File System Drive (M: drive)—Exchange 2000 Server allows access to the Exchange database by mapping a drive letter to the Exchange Installable File System (IFS).  This drive appears as drive M: by default, but may be different on your system if you already had a physical drive or logical drive mapping assigned to the M: drive before installing Exchange 2000 Server.  While this data appears in Windows Explorer and the Backup Utility like any other NTFS drive, there are some operations that may potentially damage the Exchange database.  Attempting to back up or restore the Exchange M: drive can damage the database and affect users’ ability to access their data.  This drive should only be used for read (as opposed to write) operations.  The only supported method of backing up and restoring the Exchange database is through either using the Backup Utility or dismounting the stores to create an off-line backup.  You should prevent backup software from accessing the M: drive, as well as restrict any antivirus or open file agent backup software from accessing the M: drive. 
For more information see “Do Not Back Up or Scan Exchange 2000 Drive M” (Q298924) at:
http://support.microsoft.com/default.aspx?scid=kb;en-us;Q298924
Additional Information 

More information is provided in this section about backing up Windows 2000 Server and the Microsoft server applications included in Small Business Server 2000.

Small Business Server 2000

Microsoft Small Business Server 2000 Resource Kit

http://www.microsoft.com/technet/treeview/default.asp?url=/technet/prodtechnol/sbs/reskit/sbrk2000/sb2kres.asp?frame=true

Windows 2000 Server

“Windows 2000 Server Disaster Recovery Guidelines”:

http://www.microsoft.com/technet/treeview/default.asp?url=/technet/prodtechnol/windows2000serv/support/recovery.asp

Backup Utility

“How to Use the Backup Wizard for Backup Jobs in Windows 2000” (Q300135):

http://support.microsoft.com/default.aspx?scid=kb;EN-US;q300135

“How to Schedule Unattended Backups Using a Stand-Alone Tape Library” (Q239892):

http://support.microsoft.com/default.aspx?scid=kb;EN-US;q239892

Active Directory

“Active Directory Backup and Restore” white paper:

http://www.microsoft.com/technet/treeview/default.asp?url=/technet/prodtechnol/windows2000serv/reskit/distsys/part1/dsgch09.asp

“Active Directory Disaster Recovery” white paper:

http://www.microsoft.com/technet/treeview/default.asp?url=/technet/prodtechnol/windows2000serv/support/adrecov.asp

“Active Directory Diagnostics, Troubleshooting and Recovery” session:

http://www.microsoft.com/technet/treeview/default.asp?url=/technet/tcevents/itevents/ad/tnq10108.asp

“Active Directory Disaster Recovery” white paper:

http://www.microsoft.com/WINDOWS2000/techinfo/administration/activedirectory/addrstep.asp

“Windows 2000 Domain Controllers Restored with System State Backups Made Prior to SP2 May Not Boot” (Q295932):

http://support.microsoft.com/default.aspx?scid=kb;en-us;Q295932 
Exchange 2000 Server
Disaster Recovery for Microsoft Exchange 2000 Server:

http://www.microsoft.com/Exchange/techinfo/deployment/2000/E2Krecovery.asp

“Exchange 2000 Server Database Recovery”:

http://www.microsoft.com/technet/treeview/default.asp?url=/TechNet/prodtechnol/exchange/support/dbrecovr.asp

“Exchange 2000 Server Disaster Recovery: Worst-Case Survival Handbook”:

http://www.microsoft.com/technet/treeview/default.asp?url=/TechNet/prodtechnol/exchange/support/exrecovr.asp

“Backing Up and Restoring Connectors on Microsoft Exchange 2000 Server” white paper:

http://www.microsoft.com/Exchange/techinfo/deployment/2000/BackupConnectors.asp

“Disaster Recovery Includes Metabase Backup and Restore” white paper:

http://support.microsoft.com/default.aspx?scid=kb;en-us;q241635

“Metabase Restore Procedure May Require System State Backup”:

http://support.microsoft.com/default.aspx?scid=kb;en-us;q269586

“How to Back Up and Restore an Exchange 2000 Server Computer”:

http://support.microsoft.com/default.aspx?scid=kb;en-us;Q258243

SQL Server 2000
Backup and Restore Strategies with SQL Server 2000

· “Disaster Recovery Articles for Microsoft SQL Server” at:
http://support.microsoft.com/default.aspx?scid=kb;EN-US;q307775

· “Restore File and Filegroup Backups in SQL Server” at:
http://support.microsoft.com/default.aspx?scid=kb;EN-US;q281122
Summary

This paper discussed how to develop and execute an effective backup strategy and why it is important to invest in backup equipment.

After reading it, you should be able to determine what storage device and media type you will need and define your own backup schedule.

Several common restore and system recovery scenarios were discussed; be prepared to perform them in case your customer has a data loss problem.

For more information:  http://www.microsoft.com/sbserver/
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